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Abstract

Okay, we think that we have sufficiently defined “when” Management of Change (MoC) is
required. Now for the next question, . . . what level of process hazard review is required for our
changes, especially our smaller and smallest changes?

This paper recaps industry guidance and regulatory requirements regarding the intersection of
MoC and Process Hazard Analysis (PHA) requirements. Some traps associated with language
used in regulation and industry guidance are highlighted. A brief overview of the intent of MoC
and PHA is summarized.

However, the focus of this paper is to provide guidance on how to determine the need for process
hazard analysis within MoCs of any size and to provide guidance on how to help define those
process hazard review requirements. Barriers are acknowledged and discussed. However, some
solutions and tools are provided. Examples of better practices are offered including a sample
screening tool for use in categorizing change type and assigning an appropriate level of process
hazard review. The form and format of the hazard review may be scaled for the size of the job.
But the hazard analysis methodology should be comparable for all process changes regardless of
the size of the project.

Process hazard review is one of the most essential elements of MoC because unintended
consequences associated with changes are not initially apparent. Small changes may incorrectly
imply to some that less rigor is required. It is important to recognize that like a chain, your plant
PHA is only as strong as its weakest link. MoC itself is intended to reinforce the notion that the
introduction of changes, including small changes, may compromise otherwise robust design and
processes. Failure to complete robust and appropriate PHA within the MoC process has the
potential to introduce the same process safety hazards as failure to use the MoC process when



making changes. To be effective, the entire process, MoC and the process hazard analysis within
MoC, must be thorough and robust.

Keywords: process hazard analysis, PHA, management of change, MoC, process safety
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1. Introduction

Just as Management of Change (MoC) is an essential requirement for establishing an effective
process safety management program, MoC process hazard analysis (PHA) is an essential element
for an effective MoC process. It could be argued that the PHA review that occurs within the
MoC process is the most important component of MoC and is the primary driver for the
requirement to perform MoC. Likewise, just as the size or duration of the change does not affect
the requirement to perform MoC, the size or duration of the change does not affect the
requirement to perform PHA. However, some practitioners may misunderstand these
requirements. These misperceptions may be due to the same thinking and practices that drove the
need for process safety regulation. Ironically, some of the regulatory language itself may also
lead to certain misperceptions.

This paper outlines basic steps for assessing changes and for determining the process hazard
review requirements. Several tips and tools that may support consistent and effective practice are
discussed. Several barriers are acknowledged and discussed along with some potential solutions.
And several pitfalls are highlighted that should be recognized and avoided.

Process hazard analysis (PHA) provides methodology for identifying and assessing potential
hazards associated with changes to the process. It is important to recognize that like a chain, your
plant PHA is only as strong as its weakest link. MoC itself is intended to reinforce the notion that
the introduction of changes, including small changes, may introduce unintended consequences
and compromise otherwise robust design. Failure to perform robust and appropriate PHA within
the MoC process has the potential to introduce the same process safety hazards as failure to use
the MoC process when making changes. To be effective, the entire process, MoC and the PHA
within MoC, must be thorough and robust.

2. Background

The reasons why we require MoC and why we conduct PHA are well understood by process
safety practitioners and will not be discussed here. Numerous historical incident examples are
routinely cited including Flixborough, Grangemouth, and many others. This paper addresses
PHA review requirements which occur under the MoC process with a specific focus on small
MoCs, i.e. minor modifications.

In the U.S., the regulation requiring process safety management for facilities that process
hazardous materials and meet threshold limits is U.S. OSHA, PSM 29 CFR §1910.119 (1992, as
amended) [1]. The requirements within the PSM regulation are generally replicated under EPA
RMP 40 CFR Part 68 (US Environmental Protection Agency, Risk Management Plan) with a
focus on consequences impacting the environment and/or the public. Related requirements exist



under other regulations including U.S. BSEE SEMS, 30 CFR 250 (Safety and Environmental
Management Systems) and by governing bodies in jurisdictions outside of the U.S. The U.S.
PSM regulation contains 14 elements including 29 CFR 1910.119(e) process hazard analysis and
29 CFR. 1910.119(1) management of change [1]. Although the intent of the regulation is to
perform thorough process safety review for all changes and modifications, some of the language
in the regulation itself may be misunderstood.

For reference, OSHA PSM regulation language excepts [1] are provided below:
(e) Process Hazard Analysis

(1) [General] The employer shall perform an initial process hazard analysis (hazard evaluation)
on processes covered by this standard. The process hazard analysis shall be appropriate to the
complexity of the process and shall identify, evaluate, and control the hazards involved in the
process. . . .

(v) Process hazards analysis completed after May 26, 1987 which meet the requirements of
this paragraph are acceptable as initial process hazards analyses. These process hazards
analyses shall be updated and revalidated, based on their completion date, in accordance with
paragraph (e)(6).

(2) [Methodology options] The employer shall use one or more of the following methodologies that
are appropriate to determine and evaluate the hazards of the process being analyzed.
(i) What-If;

(ii) Checklist;

(iii) What-If/Checklist;

(iv) Hazard and Operability Study (HAZOP);

(v) Failure Mode and Effects Analysis (FMEA);
(vi) Fault Tree Analysis; or

(vii) An appropriate equivalent methodology. . . .

(3) [Core elements of the PHA] The process hazards analysis shall address:

(i) The hazards of the process;

(ii) The identification of any previous incident which had a likely potential for catastrophic
consequences in the workplace;

(iii) Engineering and administrative controls applicable to the hazards and their
interrelationships . . . [mentions detection of releases, a mitigative safeguard];

(iv)Consequences of failure of engineering and administrative controls;

(v) Facility siting;

(vi) Human factors; and

(vii) A qualitative evaluation of a range of the possible safety and health effects of failure of
controls on employees and the workplace

(4) [PHA Team] The process hazards analysis shall be performed by a team with expertise in
engineering and process operations, and the team shall include at least one employee who has
experience and knowledge specific to the process being evaluated. Also, one member of the
team must be knowledgeable in the specific process hazard analysis methodology being used.

(5) [Follow-up on findings and recommendations] The employer shall [follow-up on findings and

recommendations]; assure . . . recommendations are resolved in a timely manner . . . and
documented; . . . ; complete . .. ; schedule . .. ; communicate the actions . . . .

(6) [5-year revalidation requirement] At least every five (5) years, . . . the process hazard
analysis . . . shall be updated and revalidated by a team . . .

(7) [Records retention requirements] Employers shall retain process hazards analyses and updates
or revalidations . . . as well as the documented resolutions of recommendations . . . for the life

of the process.

(1) Management of change
(1) The employer shall establish and implement written procedures to manage changes (except
for “replacements in kind”) to process chemicals, technology, equipment, and procedures;
and, changes to facilities that affect a covered process.
(2) The procedures shall assure that the following considerations are addressed prior to any
change: . ..
(ii) Impact of change on safety and health



The language in section (e) process hazard analysis, may be construed as applying only to full
plant process hazard analysis, both initial and revalidation. While section (1) MoC stipulates a
requirement for “safety review” it does not explicitly reference process hazard analysis (PHA) or
process safety review. These terms are generally equivalent although process safety review may
be considered to have a broader definition than PHA. Safety reviews encompass both process
safety and personal safety reviews. Therefore, process safety review and PHA are inherently sub-
sets of all safety reviews and required by the MoC element. Refer to Figure 1 for the
relationships and terminology used in this paper. HAZOP is a specific methodology that may be
used to conduct PHA. Note that process safety review and process hazard review are used
interchangeably in this paper. Also, PHA and Hazard Identification and Risk Analysis (HIRA,
per CCPS Guidelines for Risk Based Process Safety (CCPS RBPS) [2] or Hazard Identification
and Risk Assessment (HIRA), per European regulations such as U.K. Health and Safety
Executive (HSE) The Control of Major Accident Hazards Regulations (COMAH) [3] are used
interchangeably.

Because the U.S. regulation separates the two requirements, PHA and MoC, and chooses
language that does not explicitly tie the elements together, the language in the regulation itself
may signal to operating companies that formal PHA is not required for small MoCs [1]. Where
incidents occur that were not identified in MoC process hazard review, the language in the
regulation itself may contribute as a causal factor to these failures.

Likewise, some process safety management industry guidance draws a similar split between
PHA, also called HIRA as per CCPS RBPS [2], and MoC program components.

Note: CCPS RBPS references process hazard analysis (PHA) as being a term specifically
tied to U.S. regulation [2]. PHA is defined in this paper as described above and in Figure
1. As defined, the term PHA is not intended to be tied to specific regulation. HIRA as
defined in CCPS RBPS [2] may be considered equivalent to PHA.

The CCPS guidance in the HIRA section (Section II Chapter 9) describes the need for hazard
review and risk analysis for projects at various stages of implementation [2]. MoCs are projects
involving changes of various size, scope, and complexity. However, the Management of Change
section (Section III Chapter 15) does not provide the same emphasis regarding applying formal
HIRA review technique(s) to MoC project reviews [2].

These distinctions and certain language may lead to perceptions that PHA only applies to large
scale studies, such as full Plant PHAs or major project PHAs. Additionally, the rigorous and
time-intensive nature of the PHA process and methodologies often leads to a perception that
these studies are only appropriate for major projects. However, this notion is misplaced. This
paper discusses a more appropriate decision basis and tools for defining process hazard review
requirements, including PHA, for modifications of various sizes.
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Notes on terminology:

Process Safety Review and Process Hazard Review
are used interchangeably in this paper.

v Hazard Identification and Risk Analysis (HIRA)

HIRA = Process Hazard Analysis (PHA)
as defined here

Process Hazard Analysis (PHA):

Figure 1: Safety reviews hierarchy and relationships



3. Steps
Outlined below are the basic steps for determining the level of process safety review that should
be conducted for every MoC.

1) Is MoC required?

Determination of whether MoC is required is outside of the scope of this paper. Criteria should
be in place to define when MoC is required. A process should exist for auditing to assure that
changes are not being implemented without going through MoC. This step is shown as the first
decision point in Figure 2.

2) What reviews are required under MoC?

Within the MoC process, determinations must be made as to what type of reviews must be
conducted to completely evaluate the proposed design. These reviews include technical
discipline specific reviews - such as mechanical, electrical, instrumentation, automation,
structural, corrosion; environmental reviews; regulatory reviews; operations and maintenance
reviews; and safety reviews. See Figure 2. Process safety reviews, including process hazard
analysis (PHA), are a type of safety review. Refer to Figure 1. All reviews relevant to the project
design must be completed.

3) Is process safety review required?

The short answer is “Yes, on every MoC!” While all MoC reviews are essential, the process
safety review, it can be argued, is the most critical review. The process safety review is a primary
driver for the requirement of MoC under process safety management. All MoCs must, at a
minimum, be screened to assess whether changes proposed under this MoC can impact process
safety. Some companies may apply the MoC process broadly. Therefore, not all changes have
the potential to impact process safety. In these instances, no further process safety review may be
required beyond the screening.

"’

Changes that have the potential to impact process safety primarily fall into two buckets. Changes
to the process and changes to mechanical equipment that could impact mechanical integrity. A
basic screening tool may be used to assess and define the type of change. A sample process
safety screening tool is provided as Appendix A, Process Safety Review Screening Form. This
form is filled out as the initial stage of the process safety review. This type of form should be
completed for every MoC as well as for other work processes involving changes. The answers
provided by completing this form will dictate whether further process safety review is required.
And the form will define the process safety review method needed, either PHA or mechanical
integrity review.

4) a) Is a mechanical integrity review required?

A separate mechanical integrity review is required for changes to mechanical components or in
instances where existing mechanical components will be impacted by new process conditions.
Every change should be evaluated and addressed with follow-up actions, as needed, to assure
that the mechanical integrity of the system will not be degraded upon installation of the new
equipment or through continued operation of the equipment. The mechanical integrity review
should address mechanical design considerations as well as inspection, maintenance, and testing



requirements. As such, the mechanical integrity review may combine existing mechanical design
review standards and maintenance standards and checklists that are already in place.

Note: Instrumentation and control components that are physically connected to the
process or control the process must also be assessed for process and/or mechanical
integrity impacts. These components must be designed, rated, and maintained to assure
that there are no adverse process safety impacts.

4) b) Is process hazard analysis (PHA) required?

As shown in Figure 2, the next determination is whether the modification requires PHA. The
basis for this assessment is to determine whether the MoC includes any process change or
changes. Any modification that involves a process change requires a process hazard review,
more specifically a PHA. (Full stop! No exceptions!) The process safety review screening form
guides the user to select PHA when the modification involves a process change. Any process
change, no matter how small, requires a PHA to be conducted using the standard methodology
selected by the company.

At this point, some companies may prescribe alternative methods for performing PHA depending
on the size or scope of the project or change. The OSHA PSM regulation [1] and CCPS RBPS
[2] includes similar language. However, as per Figure 2, the recommendation made here is to
perform the standard company prescribed PHA methodology for all changes. The size and scale
of the review may differ, but the methodology should be the same.

No process safety
=" onune FomM hazard review required
Do we 4 4 beyond completing the

X /

require N'g‘lcl:) ProlcessPSafety Rs.:f':twy PSR Screening Form
- omplete Process

MoC? o~ Review Screening Form ”_ o,
(For all MoCs) OMINEFO

No Process Safety Review Options /
Requirements:

Is process hazard

analysis req’d. Is a Mechanical change Mechanical Integrity

Process Is a Process change being made? focused hazard review
being made?

Determine all MoC review requirements:
1) Process safety review
2) Personal safety review

3) Technical review What What is Standard PHA

4) Environmental review

Yes

5) Operational review type of size and

6) Maintenance (IM&T) review PHAis scope of

7) Regulatory review * needed? change? Small scale PHA
8) Other (Mini PHA)

PHA Method as per company protocol
Apply same method to all process changes

Figure 2: Decision process for determining MoC process safety review requirements



5) Standard PHA Study vs mini-PHA?

The size, scope, and complexity of the change(s) will dictate the scale of the PHA but not the
methodology. We do not want to weaken the chain by performing inferior PHA nor by
improperly resourcing the effort. Mini-PHAs, including mini-HAZOP or mini-LOPA, may be
used to review the change using the same methodology applied to larger studies. The primary
differences between these studies are the tools used including the software, the size of the team,
and the duration of the study. Facilitator qualifications should be similar for studies of any size.
But qualifications may be broken into two-tiers to allow for a wider pool of trained leaders that
are sufficiently qualified to lead small studies. PHA leaders for studies of any size should be
affiliated with a process safety group, department, or company. The term PHA or HAZOP often
has the connotation of a major multi-week effort. The PHA review conducted using HAZOP
and/or LOPA for a change of a single component may be an effort requiring less than an hour or
two. However, the same method may be applied. Existing scenarios must be reviewed for
potential impacts and potential new scenarios must be considered.

This guidance refers to physical or procedural changes to the process, equipment, or components.
For changes to the organization or personnel, an organizational management of change protocol
should be used.

4. Tips, Pitfalls, and Barriers

The guidance outlined above sounds straightforward. While these are simple ideas, successful
application does not always occur. The remaining sections discuss various barriers and pitfalls
along with tips and solutions.

4.1 Tips

The Process Safety Review Screening Form is an important tool for assure consistency and aid in
avoiding misses when assessing process hazard review requirements for all changes occurring to
facilities and through projects. Completing this screening form is the initial step in process safety
assessment. The form provided in Appendix A may be modified for company specific protocol.
However, keep the following in mind when crafting a new form or modifying this form:

1. On screening tools such as this Process Safety Review Screening Form or others, avoid
asking questions such as: “Does this change have the potential to introduce process
hazards?” The intent of a process hazard review is to uncover hazards that would not
otherwise be apparent. The methodology used supports finding these potential hazards.
Asking this type of question presupposes the outcome of the structured hazard review.
Screening questions should focus on categorizing changes by physical characteristics that
define the change, specifically identifying process changes and changes to mechanical
equipment or components. Questions should never relate to the likelihood that hazards
will be identified nor attempt to define hazards or risk in the screening process.

2. The screening form may be filled out by the Project Lead or Project Technical Lead
Engineer. However, the Process Safety Review Screening Form may only be technically
approved by a representative of the process safety group, typically by an engineer,
specialist, and/or lead from that group. That individual should have process safety (or
technical safety) in their title. Personnel working in other functional groups may have



process safety training. However, if working in another function, they are not
representing process safety. The intent is to assure that the change and the responses on
the form are being looked at through a process safety lens. The approver must have
responsibility and ownership, as well as experience and training, for assuring that process
safety screening and reviews are appropriately performed.

It is recommended that the same form be used for all changes that occur within the
facility. The only exceptions would be if process safety hazard reviews are embedded
into other change management programs, such as a Temporary Defeated Safety Device
program, and those reviews have been previously approved by the process safety
department. Acceptable alternative processes would involve process safety representation
in those approval processes. In some instances, groups may create and implement a
separate change review form to meet their group needs but that form or tool may be
insufficient in identifying and addressing process safety related concerns. For example,
construction groups may have a separate change order process and form. Likewise,
operations may develop their own tool for screening procedural changes. These tools may
not support distinguishing process and mechanical changes from other changes. And
these groups may feel that further process safety review does not apply to their activity.
For consistency and to avoid misses, the same process safety review screening tool
should be used regardless of department implementing the work.

Several straightforward practices within both MoC programs and PHA protocol can improve
consistency and outcomes for small MoC PHAs as well as for larger projects and studies.
Consider the following simple practices to support your MoC and MoC PHA practice and to help
avoid missing process safety related concerns:

1.

Assure that MoCs carry an accurate, complete, and descriptive title. While the MoC title
may sound like a minor concern, instances may occur where an improperly titled MoC
may “fly under the radar” for process safety review because of the title communicates an
entirely different scope.

Insist on complete descriptions of the full MoC project scope.

Break MoC project descriptions into each individual change that is occurring. And assess
each individual change according to the criteria described in Section 3, Steps. Most
importantly, assess each individual change in terms of being a process change or change
to mechanical components. PHA must be performed on each individual process change.
Mechanical integrity reviews must be performed on changes to mechanical components.
In conjunction with the exercise of breaking down the modification into each individual
change, it is a good idea to describe the reason that each individual change is being made.
Describing the reason for the change may be advantageous if issues arise during the PHA
that require resolution. Projects sometimes develop their own inertia and changes are
proposed or planned that may not be needed. Understanding the reason that changes are
being made may point to reconsideration of the need for the change.

As part of the HAZOP/LOPA, both for full plant PHAs and small project PHAs, assure
that safeguard and independent protection layer (IPL) descriptions itemize individual
components involved in the automated function. Control or safety functions that are listed
as causes should be itemized in a similar manner. The sensing device, the end device, and
all components between the sensing and end device should be itemized within the
safeguard nomenclature, including the controllers (pneumatic or digital), solenoids, and



alarm tags where setpoints may reside. Calling out each component highlights the
integral parts of the control or safety loop. Potential failure of any component results in
failure of the entire control loop. Any change to components affecting PHA causes or
safeguards requires process hazard review. For example, typical cause or safeguard
nomenclature may read as follows:

o (PT-1234)(PIC-1234)(PY-1234) opens (PV-1234) OR
o (LT-6789)(LIC-6789)(LAL-6789)(LY-6789) closes (LV-6789)

Note: Tag numbers should align directly with tags used in maintenance systems
and/or PLC programming. Communication wiring, fiber, and logic solvers (i.e.,
PLCs) are implied and not practical to call out specifically.

6. As with all design-related reviews, assure that the MoC PHA is conducted in advance of
final commitments on design and in advance of purchasing materials. Hazards identified
during the study should be engineered out using inherently safer design wherever
possible. All design-related follow-up recommendations must be addressed and resolved
before the project design is finalized.

Anecdote:

A change to a burner management system fuel gas train, including valving and controls changes,
was nearly missed because the title of the MoC referenced PLC replacement/upgrade (only).
Detailed review of the project scope identified 10 specific individual changes. Seven of those
changes were process changes. Three were not. The title of the MoC referenced one of the three
changes that could be classified as replacement-in-kind (RIK) or RIK with upgraded reliability
and functionality. The initial review and assessment of the change using the process safety
screening tool identified no process changes. No PHA or further process safety review was
deemed necessary beyond filling out and signing the process safety screening form. The MoC
was being processed for implementation. The additional scope was identified by another
engineer before implementation of the MoC. The process safety approvals were reversed. And a
mini-PHA was organized. While conducting the mini-HAZOP, a hazard was identified that was
due to a change in closure position of the throttling valve. The new throttle valve had bubble
tight closure capability. A programming change was planned to fully close that valve rather than
leaving at 6% open upon shut-down. The change resulted in a pocket of trapped gas that did not
have a bleed path. The hazard was assessed as a minor hazard, but the condition had not been
recognized or intended. Lack of complete venting could also be a potential code compliance
concern. There was no process or safety related reason for the change as three other block
valves were in series and met code requirements. That change was removed from the project
scope. The programming was reversed to original programming. The throttling valve was left at
6% open position rather than full closed upon shut-down. This modification was being
implemented at multiple plants throughout the field. Several plants had already completed
modifications of identical scope. The condition had not previously been recognized during
review, approval, and implementation of the prior MoCs. The technician involved in
implementing the modifications field-wide had initially been sceptical of the need for the PHA.



But he participated in the mini-HAZOP and aided in identifying the condition. Once identified,
he fully supported reversing that change from the scope of the modification and upgrade. He
recognized that the change had been implemented in other facilities and followed-up by
reversing the change in the other plants.

4.2

Pitfalls

Beware of several pitfalls or common traps that have been known to snare not only
inexperienced personnel, but also seasoned process safety engineers, as well.

1.

Assure that personnel in your facility are aware that recommendations that stem of hazard
reviews (including PHASs), process safety audits, and incident investigations are only
recommendations. Some recommendations include or define specific change
recommendations. These recommendations are often made after a short discussion when
a hazard is identified or a finding arises. The recommendation is not a vetted solution.
Recommendations for changes originating from PHAs, audits, and investigations must be
taken through the standard MoC review process. Any changes associated with those
recommendations must be fully reviewed for process safety hazards before implementing
the change, no matter how small or simple. These changes may address one process
hazard while introducing a new process hazard. It is not uncommon to see process safety
review screening forms list the reason that no further hazard review is required as, “This
MoC closes recommendation #xyz from PHA.” Or in some cases, the process safety
concern from the PHA, audit, or incident is restated in the box justifying “no process
hazard review.” These statements are equivalent of restating the scope and reason for the
modification. These statements do not constitute a process safety review which has the
purpose of looking for new unintended hazards resulting from the change.

Modifications or changes to utility or auxiliary systems are occasionally not recognized
as changes that affect the process. Because these systems are integral to the control of the
process, are connected to the process, and have mechanical integrity concerns as well,
process hazards must be considered for changes associated with or affecting these
systems.

Never set criteria for process hazard review requirements based on an expectation or
perception that new hazards, consequences, or elevated risk may be associated with the
change. This type of language is unfortunately embedded into certain regulation and
industry guidance. Screening tools, which are an initial step in process hazard review,
should focus on grouping types of changes by physical properties and parameters, not
perception of risk. Presupposing the level of risk in advance of conducting the structured
hazard review embeds a potential point of failure into the process safety management
processes. The reason for MoC is that hazards may be introduced that are not recognized
or perceived. The reason for conducting the process hazard review is to uncover those
potential hazards and risks. An example of this type of language inserted in industry
guidance is provided below. This language embeds a potential point of failure into the
hazard analysis process.

From CCPS RBPS [2], Section 9.4.2, p235,

Select analysis methods based on hazards and potential consequences.

... To select an appropriate analysis tool, perform an initial screening based on
hazards and potential consequences. . . . Conversely, a screening that identifies



4,

4.3

severe consequences indicates that more rigorous HIRA methods may be
appropriate.

From CCPS RBPS [2], Section 15.2.3, p 429,

At a minimum, an MOC review protocol should . . . evaluate the potential impacts
on safety and health. In some cases, such as complex situations or those with a
higher perceived risk, specific hazard evaluation techniques . . . may be required.

Never “dumb-down” MoC PHA requirements as a response to the specific PHA
requirements stipulated in the OSHA PSM regulation [1]. Some companies may believe
that applying PHA to MoC could lead to findings of non-compliance because of the semi-
prescriptive requirements in OSHA PSM, PHA element (e)[1]. This approach compounds
systemic weaknesses and increases the likelihood of introducing new hazards and
elevating risk.
Avoid the misplaced thinking that PHA, or HIRA, only applies to large, complex, long
duration process hazard review studies. PHA may be conducted using various
methodologies. Those methodologies may be applied to studies of any size and scale. The
tools and resources required for the study may vary by size and scope of the review; but
the methodology should not differ.
Note: Although language in the U.S. PSM regulation itself references
“complexity” regarding selection of PHA method (OSHA PSM) (e)(1)[1], this
paper suggests reconsideration of complexity, size, or scope as a basis for setting
PHA requirements or selecting PHA method.

Challenges and Barriers

The importance of using the same methodology to conduct not only larger PHAs but also smaller
PHA studies is highlighted above. This consistency assures that there are no weak links in the
wider facility PHA. And this approach assures that there is no delay, such as until 5-year
revalidation, until appropriate assessment is conducted. Some challenges and barriers to
implementing these solutions do exist. These challenges must be acknowledged and addressed.

1.

Access to PHA software is routinely cited as an impediment for implementing PHA, or
specifically HAZOP and/or LOPA, more widely across organizations. However, there
are solutions to this problem especially when dealing with very small modifications and
changes:

Solutions:

a. Address existing scenarios by using PDF record for PHA review: PHA software
is complex and expensive because it is capturing and organizing a large amount
of information. The information is presented in a manner to allow for effective
PHA studies. But the summary worksheets or tables that are used throughout the
study and generated as output following the study are presented and used in a
basic table structure. These tables are often provided for end users as PDF
documents. The PDFs themselves become part of the process safety information
requiring review and update for MoCs. These tables may be used in this PDF
format and marked-up through standard redlining work practices.




b. Review new scenarios using a PHA formatted spreadsheet: Format a spreadsheet
to match the standard PHA table layout that is used by your company. Assure
that all standard deviations and supplemental checklists, such as facility siting
and human factors, are included in the study, as applicable. If LOPA is required
by company protocol, configure the spreadsheet to include LOPA specific
information such as initiating event frequency, safeguard/IPL probability of
failure on demand (PFD), conditional modifiers deemed appropriate per
company procedure, and other scenario documentation requirements.

2. Many companies default to different or “simpler” methodology for conducting small
scale PHA studies because skilled process safety resources are not available to lead
these review efforts. This challenge is real and not easy to solve without investment in
those resources. In some cases, the problem compounds upon itself. Most companies
require strict protocol to approve PHA facilitators or leads. This requirement is prudent
and well-founded given the complexity of large PHA studies and specific skill set that is
needed to effectively facilitate a PHA study. However, by having a single level of PHA
facilitator approval, companies may have insufficient resources the staff small scale
PHA reviews.

Solution:

a. Having a two-tiered PHA facilitator designation can help in managing a larger
volume and wider range of PHA studies. A lower-level facilitator qualification
may be sufficient for leading small studies. The baseline requirements for PHA
facilitation remain the same. Those qualifications include: process safety group
association; knowledge of process safety management; knowledge, training, and
experience in the PHA methodology (which includes any methodologies
required by company protocol, such as HAZOP and/or LOPA), technical
knowledge regarding the equipment and process to be assessed, experience in
small PHA facilitation which began with shadowing or co-facilitation, and
technical knowledge of the process being reviewed. PHA facilitators for larger
studies have the same training requirements but have led larger studies involving
more complex and/or interconnected processes and larger data sets. Having
internal company PHA facilitation capacity is advisable and most efficient for
conducting very small studies. However, if PHA facilitator skill sets are not
available within a company for either tier, these roles may be contracted out.
Having trained and available personnel, either in-house or on contract, is
essential for supporting effective MoC process hazard review

b. Process safety group representatives responsible for technical approval of
process safety screening assessments may also be assigned based on a tiered-
qualification process.

S. Summary
Apply the following tools and practices to improve process hazard review quality and
completeness for small projects and modifications.

1. Screen all changes for process safety review requirements. Consistently use a standard
process safety review screening tool to assess the change and place into one of the
following buckets:



a. Change involves a process change => must conduct PHA

b. Change affects mechanical components => must conduct mechanical review and
integrity assessments

c. Change is not a process change nor affects mechanical components => no further
process safety review is required beyond initial screening.

2. Never set criteria for process hazard review requirements based on perception of new
hazards or elevated risk that may be associated with the change. The reason for MoC is
that hazards may be introduced that are not recognized or perceived. The reason for
process hazard review is to uncover those potential hazards and risks.

3. Improve assessment and avoid misses by improving MoC descriptions.

a. Assure the MoC project titles accurately reflect the project scope.
b. Assure that MoC scope descriptions are complete.
c. Break down MoC project scope into each individual change.

4. Assure consistency and avoid misses by using the same screening tool for various types
of changes, including MoCs, construction change orders, operating procedure changes,
and other change processes.

5. Assure quality and consistency in the usage of the process safety review screening tool
by requiring process safety department review and technical approval for every
completed form.

6. Assure that the process safety department is adequately resourced to support review and
approval of process safety review screening forms and facilitation of PHA studies
including mini-PHAs.

7. Apply PHA methodology consistently to projects and changes of all sizes. Avoid the
misplaced thinking that PHA only applies to large, complex, long duration process
hazard review studies. PHA may be conducted using various methodologies. Those
methodologies may be applied to studies of any size and scale.

8. Craft and provide mini-PHA tools that allow for the application of company prescribed
PHA methodology to small studies facilitated by process safety group representatives
having access to standard computer technology tools.

9. Use redlining technique for updating PHA tables following mini-PHA reviews. Redlines
must be reviewed and approved by process safety department representatives.

10. Completion of follow-up recommendations and actions that stem from the PHA, when
identified, is equally as important as conducting the PHA by any methodology. Follow-
up actions must be completed for PHA studies of any size.

6. Conclusions

Every change that is introduced into a facility handling hazardous materials and processes
requires process safety review. That process safety review may be initiated by screening the
change with an assessment tool to define the type of change and the process hazard review
method required. Every process change made to the facility will require PHA and mechanical
changes must be assessed for potential impacts to mechanical integrity. Risk-based management
of hazards is not effective if the assessment of risk comes before, rather than after, the structured
process hazard analysis. The purpose of the hazard analysis is to identify and assess the risk
along recommending follow-up risk reduction, as needed.



PHA methodology should be applied consistently to changes of all sizes. Differences between
large-scale and small-scale studies include duration of the study, size of team, and tools used to
conduct and document the study, but not the methodology of the study. Simple changes may be
assessed by the same methodology used for complex processes. Process hazard review
requirements should be reviewed and approved by qualified process safety representatives.
Process hazard reviews of any size must be led by a process safety representative trained for the
size, scope, technology, and complexity of the study.

Hazards being introduced into processes by modifications and changes are not always readily
apparent. Process hazard review methodology is used to uncover hazards, assess risks, and
recommend changes to reduce risk, as needed. That methodology should be applied consistently
to all process changes to assure that the full plant PHA is not degraded and that unrecognized
hazards are not introduced into the operation. A chain is only as strong as its weakest link.
Failure to perform robust and appropriate PHA within the MoC process has the potential to
introduce the same process safety hazards as failure to use the MoC process when making
changes. To be effective, the entire process, MoC and the PHA within MoC, must be thorough
and robust.
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Appendix A: Process Safety Review Screening Form Example Template
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The current version of Process Safety Review Screening Form is
available for download on the JE Olsen Consulting LLC website.
Go to https://www.jeolsenconsulting.com/ in the Resources area.
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